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(54) Postage meter device and system and method for communications with postage meters 



(57) In a communications system (10), a host com- 
puter (103) in a data center (15) communicates with a 
multiplicity of electronic postage meters (101 -1 .... 1 0 1 -P) 
via telephone dial-up lines to conduct tele-meter setting 
(TMS) transactions. Through the communications, the 
host computer (103) may collect statistical data from 
each meter (101 -N), and may impose a cumulative post- 



10 



age amount limit, a time limit and/or a piece limit on the 
meter (101 -N). The ensure security and data integrity, 
the communicated data between the meters (1 0 1 -N) and 
the host computer (103) is selectively encrypted and/or 
authenticated. 
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Description 

This invention relates to a postage meter device and 
a communications system and method, and more partic- 
ularly to communications between electronic postage s 
meters and a computerized central facility in such a sys- 
tem and method. 

Tele-meter setting (TMS) techniques are known for 
enabling a postage meter user to have the meter reset 
with additional postage by telephone. For example, some w 
of these techniques are disclosed in U.S. Patent No. 
5,237,506 issued August 17, 1993 to Horbal et al. ( and 
U.S. Patent No. 4,097,923 issued June 27, 1978 to Eck- 
ert, Jr. et a). With such a technique, the need to carry the 
meter to a postal authority for authorized resetting is is 
obviated. In a typical telephone resetting process, the 
user, or, by modem, the user's meter calls a computer- 
ized central facility for additional available postage. The 
central facility then verifies the meter's identity and 
ascertains the availability of funds in the user's account. 20 
After the information is validated, the central facility deb- 
its the user's account and supplies a combination code 
to the meter or to the user for the user to introduce into 
the meter. The meter then independently generates 
another combination code and compares it with the 25 
received code. If their relationship is correct, for example, 
if the combination codes are the same, the meter is reset 
with the additional postage requested. 

Also well-known is a data encryption standard (DES) 
cryptographic algorithm for securing secrecy of data 30 
communications. The DES algorithm involves a number 
of iterations of a simple transformation of data to be 
encrypted, which applies alternately transposition and 
substitution techniques thereto. This algorithm requires 
a selected DES key to encrypt and decrypt the data. The os 
key must be kept secret because the DES algorithm itself 
is publicly known and learning the DES key would allow 
one to decrypt the encrypted data. 

The DES key consists of eight bytes. During encryp- 
tion, the DES algorithm divides a data byte sequence into 40 
blocks of eight bytes. It operates on a block at a time, 
dividing the block in half and encrypting the characters 
one after another. The characters are scrambled 16 
times, under control of the key. resulting in 64 bits of 
encrypted text or ciphertext. 45 

The DES provides four distinct modes of operation 
that differ in complexity and use. For details of these four 
modes of operation, one can refer to the publication by 
M. Smid et al., The Data Encryption Standard: Past and 
Future, " Proceedings of the IEEE. Vol. 76, No. 5, May so 
1986. One of the four DES modes is known as the 
"Cipher Block Chaining (CBC)" mode as it chains 
together blocks of ciphertext. The CBC mode encrypts 
each block based on the eight data bytes in the block, 
the key, and a third value, which is a function of the pre- ss 
ceding block. This repetitive encryption, called chaining, 
hides repeated patterns. 

Certain cryptographic algorithms may also be used 
to authenticate data communications so as to prevent 



virus attack or data tampering. In (act, the application of 
the above DES CBC mode has been recently extended 
to data authentication. When one applies the CBC mode 
encryption to a data message in a manner described 
above, a message authentication code results and can 
be appended to the message as a signature. Without the 
knowledge of the DES key used, it is virtually impossible 
to forge the signature. When the message, along with 
the authentication code, is received, the recipient inde- 
pendently calculates an authentication code based on 
the received message and compares it with the received 
code. If the two codes are identical, it is extremely likely 
that the message was sent without alteration. 

An object of the invention is to provide effective com- 
munications between postage meters and a computer- 
ized central facility not only for the TMS purposes, but 
also for other administrative purposes. 

According to the Invention there is provided a post- 
age meter device for printing postage comprising: 

means for processing mail items; 

means for selecting values of postage for said 
mail items; 

means for defining at least one charge class with 
a first postage value being an upper bound and a second 
postage value being a lower bound; and 

means for associating a subset of 6aid mall items 
with said at least one charge class based on postage 
values selected for said subset. 

In accordance with a preferred form of the invention, 
the central 

facility communicates with each meter to define at least 
one charge class in the meter with an upper bound hav- 
ing a first postage value and a lower bound having a sec- 
ond postage value. The postage meter associates a 
subset of the mail items processed thereby with the 
charge class based on postage values selected for the 
subset. In this instance, the selected postage values fall 
between the upper bound and the lower bound of the 
charge class. Statistical data on the number of mail items 
in the subset is compiled using counters in the postage 
meters. The statistical data is read at pre-selected times 
and is subsequently transferred to the central facility. The 
latter maintains detailed statistical records for each 
meter. 

In accordance with a preferred feature of the inven- 
tion, the above upper and lower bounds of a charge class 
may be changed at specified times. Memory buffers are 
provided In the meter to temporarily store the new upper 
and lower bound values communicated thereto until the 
specified times are reached. At such times, these new 
values are transferred from the buffers and become 
effective. 

In accordance with another preferred feature of the 
invention, the central facility may also communicate with 
each postage meter to restrict use of the meter, thereby 
facilitating security and maintenance of the meter. For 
example, the facility may impose on the meter limits on 
the meter's use time, the number of mail items which the 
meter can process, and the cumulative postage amount 
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which the meter can dispense. The imposition of the 
postage amount limit is advantageous in a postpayment 
scheme, where the meter user is billed for meter reset 
amounts, as it controls the amount of credit extended to 
the meter user. 5 

Embodiment of the invention will now be described, 
by way of example, with reference to the drawings, of 
which 

Fig. 1 is a block diagram of a system for communi- w 
cations between a data center and postage meters 
in accordance with the invention; 
Fig. 2 is a block diagram of a postage meter of Fig. 1 ; 
Fig. 3A illustrates a memory map of memory space 
provided in the meter of Fig. 2; 75 
Fig. 3B illustrates another memory map of second 
memory space provided in the meter of Fig. 2; 
Fig. 4 te a flow chart illustrating a routine performed 
by the meter tor conducting a TMS transaction with 
the data center in accordance with the invention; 20 
Figs. 5A and 5B are a combined flow chart illustrat- 
ing a routine performed by a host computer in the 
data center for conducting the TMS transaction with 
the meter in accordance with the invention; 
Fig. 6A is a block diagram illustrating a data format £5 
of a request packet communicated by the meter to 
the data center; 

Fig. 68 Is a table for looking up control requests by 
the meter and control commands by the data center 
during their communications; 30 
Figs. 7A and 7B are tables respectively enumerating 
weak DES keys and semi -weak DES keys for 
encryption and/or authentication of selected data for 
transmission; 

Fig. 8 is a block diagram illustrating a data format of 35 
a response packet communicated by the data center 
to the meter; 

Fig. 9 is a block diagram illustrating a data format of 
an amount packet communicated by the meter to the 
data center; 40 
Fig. 10 is a block diagram illustrating a data format 
of a grant packet communicated by the data center 
to the meter; 

Fig. 1 1 A is a block diagram illustrating a data format 
of a quit packet communicated by the data center to 45 
the meter; 

Fig. 1 1 B is a block diagram illustrating a data format 
of a logout packet communicated by the meter to the 
data center; 

Fig. 12 includes a block diagram illustrating a so 
dynamic data structure used by selected fields of the 
packets in accordance with the invention; 
Fig. 1 3 is a table describing the content of an exem- 
plary further amount data field in the dynamic data 
structure of Fig. 12; 55 
Fig. 1 4 is a table describing the content of an exem- 
plary further grant data field in the dynamic data 
structure of Fig. 12; 



Fig. 15 illustrates a set of buffers in the memory 
space of Fig. 3A; 

Fig. 16 illustrates an exemplary cycle through which 
the meter goes in carrying out its operation in 
accordance with the invention; and 
Fig. 1 7 is a block diagram of an integrated circuit (IC) 
card used in the system of Fig. 1. 

Throughout the figures of the drawing, the same ref- 
erence numerals and characters are used to denote like 
features, elements, components or portions of the illus- 
trated system. 

In Fig. 1, system 10 comprises data center 15 and 
a multiplicity of electronic postage meters 101-1 through 
*p which are structurally identical, where p is an integer. 
Host computer 103 in data center 1 5 is capable of com- 
municating data with the meters via telephone dial-up 
lines for example. To this end. host computer 103 is con- 
nected to terminal server 105 of conventional design. 
Server 105 enables the host to simultaneously commu- 
nicate with the postage meters through selected ones of 
modems 107-1 through -m, where m is a predetermined 
Integer. 

In Fig. 2, postage meter 101-1 is shown and is illus- 
trative of meters 101-1 through -p of Fig. 1. Central to 
"rneter 101-1 Is controller 201 comprising a conventional 
microprocessor (not shown). Controller 201 is pro- 
grammed to orchestrate the operation of meter 101-1. 
Connected to controller 201 are keyboard 203, internal 
modem 205, interface circuitry 207, display 215, erasa- 
ble programmable read-only-memory (EPROM) 220. 
non-volatile random-access-memory (nv-RAM) 230. 
electrically erasable programmable read-only memory 
(EEPROM) 240. electro-mechanical subsystem 250. 
and electrical circuitry 260. Keyboard 203 enables a user 
to enter data and/or commands into the meter. Internal 
modem 205 is used for establishing communications 
with data center 15 through one of modems 107-1 
through -m. Interface circuitry 207 comprises universal- 
asynchronous-receiver-transmitters (UARTs) config- 
ured as RS-422 and RS-232 input/output (I/O) ports. 
With these I/O ports, meter 101-1 can be interfaced with 
peripheral dwices such as a postal scale, a personal 
computer (PC), etc. Display 21 5 is capable of displaying 
internal messages and messages from data center 15. 
EPROM 220 contains an operation program which pro- 
vides instructions for controller 201 to operate meter 
101-1. Electro-mechanical subsystem 250 comprises 
standard meter components such as drivers and sensors 
for effectuating the printing of desired postage on mail 
jtems, and interposer mechanism for controllably locking 
the meter from further operation and unlocking the meter 
to resume its operation. Electrical circuitry 260 com- 
prises standard components such as a power-supply, 
real-time clock including a calendar mechanism for pro- 
viding a signal that represents the current date, battery 
for providing power to the real-time clock, etc. 

Fig. 3 A illustrates a memory map of the memory 
space provided by nv-RAM 230 of meter 101-1. Memory 
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module 230a wilhin nv-RAM 230 is hardware protected 
and includes ringbuflers consisting of pages. Each page 
contains, for example, (a) time and date of page storage, 
(b) a piece counter Keeping track of a total number of 
mail items processed, (c) a descending register, (d) an 
ascending register and (e) cyclic redundancy checks 
(CRC). The fatter result from processing of transmitted 
data in accordance with a standard error detection 
scheme for detecting errors in the transmitted data occa- 
sioned by noisy telephone dial-up lines. Memory module 
230b includes work space, and buffers for temporarily 
storing program data including, for example, a class def- 
initions buffer and limits buffer to be described. 

Fig. 3B illustrates a memory map of the memory 
space provided by EEPROM 240. Memory module 240a 
within EEPROM 240 is also hardware protected and 
keeps a copy of the contents of module 230a. Memory 
module 240b contains data on the hardware configura- 
tion of the meter. 

In this illustrative embodiment, data center 1 5 is con- 
trolled by a postal authority for example. Among other 
things, the postal authority may be interested in gather- 
ing statistical data including, for example, numbers of 
mail items in different postal classes (e.g. first class mail, 
parcel post, international mail, etc.) processed by a post- 
age meter. Such data is not available in a prior art post- 
age meter. 

In accordance with an aspect of the invention, each 
postage meter is programmed to have charge classes 
each delined by an upper limit and a lower limit of post- 
age values. If a class should be defined by a single value, 
the lower and upper limits are set to thai value. For exam- 
ple, charge class 1 includes Hems with a postage value 
of 29 cents; charge class 2 includes items with postage 
values between 30 cents and 35 cents; charge class 3 
includes items with postage values between 36 cents 
and 42 cents, and so on and so forth; any items do not 
tall within one of the above charge classes are grouped 
within a separate, miscellaneous class 0. 

Each of the above charge classes is designed to 
relate to a postal class. Mail items processed by the 
meter are tallied according to these charge classes. To 
this end, the meter allocates a counter for each charge 
class to count the items belonging to the class. The count 
is cumulative until the counter is read by data center 15. 

With the inventive communication protocol to be 
described, data center 15 from time to time collects from 
each meter the class statistical data, and may change 
the structure of the charge classes of the meter. 

In accordance with another aspect of the invention, 
each meter is imposed with a postage amount limit, a 
time limit and a piece limit, and these limits are commu- 
nicated by data center 15 to the meter. When any one of 
the limits is reached, the meter is programmed to halt its 
operation. A limit may be avoided by having data center 
1 5 set the corresponding limit value to be unlimited. 

In a conventional manner, the descending register 
in a meter is used to keep track of an amount of postage 
available for printing. On the other hand, the ascending 



register is used to keep track of an amount of postage 
printed. When the value of the descending register 
decreases over time below a predetermined limit, the 
meter operation Is halted until the meter is reset. In 

s accordance with a conventional TMS prepayment 
scheme, the reset amount, when approved, is added to 
the current value of the descending register, and the 
meter may then resume its operation. 

In accordance with the invention, the value of the 

10 ascending register may not exceed the postage amount 
limit at any time. The meter becomes inoperative as soon 
as the ascending register value is greater than or equal 
to the postage amount limit. Only by connection of the 
meter to data center 1 5, may a new postage amount limit 

is be established. The imposition of the postage amount 
limit is advantageous in a postpayment scheme, where 
the meter user is billed for the reset amounts, as it con- 
trols the amount of credit extended to the user. The post- 
age amount limit is adjusted by data center 1 5 depending 

20 on the user's creditworthiness. 

The time limit imposed on a meter restricts a time 
period within which the meter is operative. Specifically, 
the time limit is expressed as a pre-selected date after 
which the meter is no longer allowed to process any mail 

25 items. That is, immediately after the pre-selected date 
has passed, the meter is locked from further operation. 
Only by connection of the meter to data center 15, may 
a new time limit be established and the meter be 
unlocked and resume the operation. Again, the data 

30 center has full control over the amount of operation time 
granted to a particular meter depending on the trustwor- 
thiness of the meter user. 

As an alternative, the above time-limit concept may 
be implemented using a downcounting timer in the 

35 meter. The time limit Is expressed as an amount of meter 
operation time allowed in terms of hours, minutes and 
seconds for example. The downcounting timer counts 
down, to zero, a 6et time which may be the initially 
allowed time limit The meter is locked as soon as the 

40 timer runs down to zero. Only by connection of the meter 
to data center 15, may a new time limit be added to the 
current run time of the timer to (a) restart its operation if 
the current run time is zero or (b) increase its operation 
time rf the current run time is nonzero. 

45 The piece limit imposed on a meter restricts the 
number of mail items processed by the meter. That is. 
during operation, the meter may not process more mail 
items than the allowed piece limit. The meter will be 
locked from further operation as soon as the piece coun- 

so ter reaches the piece limit. Only by connection of the 
meter to data center 1 5, may a new piece limit be estab- 
lished and the meter be unlocked and resume the oper- 
ation. Once again, data center 15 has control over the 
limit value and thus the use of the meter. 

55 Alternatively, the above piece-limit concept may be 
implemented using a downcounting piece counter in the 
meter. The latter counts down, to zero, a set number of 
mail items which may be the initially allowed piece limit. 
The meter is locked as soon as the zero count is 
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detected. Only by connection of the meter to data center 
15. may a new piece limit be added to the current count 
of the counter to (a) restart its operation if the current 
count is zero, or (b) increase the allowed count if the cur- 
rent count is nonzero. 

Fig. 4 Is a flow chart describing a routine on the 
meter for conducting a TMS transaction with data center 
15 in accordance with the invention. Instructed by the 
routine in the operation program in EPROM 220. control- 
ler 201 starts with an Initial meter state at step 401 . Con- 
troller 201 at this state initiates communications with host 
computer 103 by sending a login packet, as indicated at 
step 405. Controller 201 then enters a wait state, waiting 
for a seed packet from host computer 103, as indicated 
at step 410. After the seed packet has been received, 
controller 201 at step 415 causes the meter to send a 
request packet to computer 103. Controller 201 then pro- 
ceeds to step 420 where it enters another wait state, 
waiting for a response packet from computer 103. After 
the response packet has been received, controller 201 
causes the meter to send an amount packet to computer 
103. as indicated at step 425. The amount packet typi- 
cally includes reset amount data for increasing the avail- 
able postage in the meter or, in other words, the value of 
the descending register. Controller 201 at step 430 
enters yet another wait state, waiting for a grant packet 
from computer 103. After the grant packet has been 
received, controller 201 updates the meter with data 
including the above-described limits in the received grant 
packet, as indicated at step 435. If the TMS transaction 
has proceeded without a problem, controller 201 at step 
440 causes the meter to send a logout packet to compu- 
ter 103. 

However, if controller 201 during the transaction 
detects any such condition as depression by the meter 
user of an abort button, a receipt of a quit message from 
data center 15, a modem problem or a general transmis- 
sion problem, the established communications between 
the meter and computer 103 would be aborted. As a 
result any data previously received by the meter is dis- 
carded, the meter returns to the initial meter state, the 
user is then informed of the termination of the communi- 
cations, and any termination message from the data 
center is displayed through display 215. 

Figs. 5A and 5B combinedly illustrate a flow chart 
describing a routine on host computer 1 03 for conducting 
a TMS transaction with one of postage meters 101-1 
through -p In accordance with the invention. When a 
TMS transaction is initiated by a meter, instructed by the 
routine on computer 103. the latter checks at step 501 
whether any logout packet was received in the last com- 
munication session with the meter in question. If compu- 
ter 103 determines that such a logout packet was not 
received, which indicates that the last communication 
session was incomplete, the routine proceeds to perform 
the steps in Fig. 5B to be described. Otherwise if the log- 
out packet was received, computer 103 instead pro- 
ceeds to step 503 where it is ready to receive a login 
packet from the meter. When computer 103 receives 



such a packet, it responsi vely sends a seed packet to the 
meter, as indicated at step 511. Computer 103 at step 
516 then watts for a request packet from the meter. Once 
the request packet Is received, computer 1 03 at step 528 

5 prepares a response packet. As further described here- 
inbelow, the response packet includes a control com- 
mand field which may indicate to the meter to change its 
various charge classes, etc. Computer 103 at step 536 
sends the response packet to the meter and waits for an 

10 amount packet in return. After the amount packet is 
received, computer 1 03 at step 541 processes the reset 
amount therein requested by the meter. Computer 103 
may reduce the amount limit of the meter if the user's 
account balance has insufficient funds to cover the 

is requested amount. Otherwise, computer 103 deducts 
the requested amount from the user's account. Compu- 
ter 1 03 then sends at step 55 1 a grant packet to the meter 
and indicates a new postage amount limit, i.e., the new 
maximum value up to which the ascending register of the 

20 meter may reach. Computer 1 03 thereafter proceeds to 
step 553 where it waits for a logout packet from the meter 
and checks data (including, e.g., a logout message) In 
the logout packet if received. It should be noted at this 
point that host computer 103 retains full control of termi- 

25 nating the communication session at any time. In partic- 
ular, computer 103 would terminate its session with the 
meter when, lor example, it detects any error in the 
received packets, a defect in the meter's database, insuf- 
ficient funds in the user's account to cover the requested 

30 "amount, etc. The termination by computer 1 03 is accom- 
plished by sending a quit message and then returning to 
step 501 . Such a termination results in a simple rollback 
whereby both meter and the data center return to their 
initial states as if the current communication session had 

35 never happened. 

Turning to the flow chart of Fig. 5B, after determining 
that the logout packet was not received in the last com- 
munication session, computer 1 03 proceeds to step 561 
including the substepsof receiving the login packet from, 

40 sending the seed packet to and receiving the request 
packet from the meter, as described in Fig. 5A. However, 
since the logout packet was not received which may be 
due to power interruption during the last communication 
session, computer 103 is unsure of whether the meter 

45 managed to update its registers and buffers. As such, 
without destroying the previous meter record including 
the authentication key received in the last communica- 
tion session, computer 1 03 provisionally uses the current 
meter record including the authentication key received 

so in the current communication session to verily whether 
a signature in the request packet is valid. As noted 
before, the signature is particular to the authenticated 
data in the request packet Based on the received data, 
and the current authentication key, computer 103 at step 

55 - 562 independently computes a signature. At step 568, 
Computer 103 compares the computed signature with 
the received signature. If the two signatures match, com- 
puter 103 adopts the current meter record and proceeds 
to perform step 570 including the substeps of sending a 
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rei^onse packet to, receiving an amount packet from 
and sending a grant [jacket to the meter based on the 
current meter record. Computer 103 then proceeds to 
step 573 where it waits for a logout packet from the meter 
and checks the data in the logout packet, if received. 5 
However, if the computed signature is determined to be 
different from the received signature at step 568, com- 
puter 1 03 proceeds to step 575 where a second signa- 
ture is computed using the previous authentication key. 
At step 577. computer 1 03 verifies that the second sig- w 
nature matches the received signature. This indicates 
that the previous communication session was substan- 
tially disrupted and incomplete. Computer 103 respon- 
srveiy starts a reversal process including adopting the 
previous meter record, as indicated at step 578. Compu- 15 
ter 103 then proceeds to perform step 579 including the 
substeps ol sending a response packet to. receiving an 
amount packet from and sending a grant packet to the 
meter based on the previous meter record. Computer 
1 03 thereafter proceeds to step 581 where it waits for a 20 
logout packet from the meter and checks the data in the 
logout packet, if received. 

The protocol of the above communications between 
host computer 103 and one of the meters involving the 
various packets will now be descrbed. In a conventional 25 
manner, each packet includes a data portion enclosed 
by a header, a trailer, and/or other standard overhead 
necessary for transmission and routing of the packet in 
system 10. 

As mentioned before, the very first packet transmit- 30 
ted by a meter to computer 1 03 during the session is the 
login packet. The data portion of this packet contains one 
byte character which specifies the protocol version in 
which the communications are carried out. 

The seed data packet transmitted by computer 1 03 35 
contains a 22 number which is eight bytes long. This 
number is a random number generated by computer 1 03 
and is used by the meter to calculate a CBC initialization 
vector for encryption purposes. 

It should be pointed out at this juncture that, In this 40 
illustrative embodiment, the data of the various packets 
for communications is selectively encrypted and/or 
authenticated using a CBC mode of DES cryptography. 
As is well-known in the art the CBC mode operates on 
a data byte sequence in blocks, each of which includes 45 
eight bytes. The CBC mode encrypts a data block based 
on the eight data bytes in the block, a DES key. and a 
third value, which is a function of the previous block. This 
repetitive encryption, called chaining, hides repeated 
patterns. In addition, all the DES keys here, whether for so 
encryption or authentication, are secret keys and kept 
from public knowledge. 

In this particular illustrative embodiment, the CBC 
encrypted version of the current data block D n is 
expressed as a function: DES(Key, Dn+E^), where DES ss 
represents the DES CBC cryptographic function; Key 
denotes a selected DES key; n = 0, 1.2 .... and D 0 rep- 
resents the first data block; and E^ denotes the CBC 
encrypted version of the preceding data block It is 
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apparent that E n-1 when n=0 is indeterminate, and a 
CBC initialization vector is thus required for the initial 
value of E rv1 for n=0 to start the chaining process. 

When the CBC is applied tor authentication of a 
number of data blocks, the CBC operates on the data 
blocks in the same manner as it encrypts them. The 
encrypted version of the last data block E (a3 , is used to 
generate a signature, which can be expressed as 
DESfKey. E^. 

Illustratively, the CBC initialization vector k2 for 
encryption of certain data in the request packet select- 
ediy comprises eight bytes representative of 
DES{Key=loginlD,zz). TTie' , loginlD ,, isan individual login 
key for a meter. The loginID must not be a so-called weak 
or semi-weak DES key to be described. Data center 15 
detects an invalid request packet if both the meter and 
data center do not use the same login ID. An additional 
safety measure is put in place here to require a quick 
calculation of an immediate response function value for 
zz. Specifically, the request packet is required to be sent 
to data center 15 within a predetermined, short time 
period from the transmission by center 15 of the seed 
packet to the meter. With such a short time window, it is 
virtually impossible for an unauthorized meter user to 
prepare a valid request packet including correctly 
encrypted request data, given the fact that zz is gener- 
ated in real-time at the data center. The initialization vec- 
tor K2 changes in each communication session with 
computer 103. 

Fg. 6A illustrates the data format of the request 
packet. In this packet, control request field 603 includes 
two bytes of flags for informing computer 1 03 of a specific 
procedure for which the meter is ready, including the 
types of remote control that the meter applies and data 
that may be transmitted. To this end, bit 15 of field 603 
is associated with remote meter setting; bit 14 is associ- 
ated wfth remote counter reading; bit 13 is associated 
with remote configuration; bit 12 is associated with 
remote statistics; bits 8 through 11 are currently 
reserved. In this illustrative embodiment, bits 6 through 
15 are designated the control byte, and bits 0 through 7 
are designated as the subcontrol byte. Fig. 6B is a table 
for looking up the control requests (R) specified in control 
request field 603. and control commands (C) specified 
in a control command field of the response packet to be 
described. It suffices to know for now that the control 
request defines what sort of control the meter expects at 
the moment of transmission. The actual control com- 
mand to be executed i6 transmitted by computer 103 in 
response to the control request. Similar to control 
request field 603, the control command field includes a 
control byte and a subcontrol byte, and for some 
requests R. computer 103 may respond thereto with a 
selected one of several commands C. For example, in 
row 681 of the table of Fig. 6B, the control byte of field 
603 having a value of 90 (hexadecimal) and a subcontrol 
byte having a value of 01 (hexadecimal) indicates a con- 
trol request for remote meter resetting, and statistics 
reading, i.e.. reading of the class statistical data from the 
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meter. In response to this request, computer 103 may 
generate a response packet as shown in row 6S3 a 
control command field having a control byte of 90 (hex- 
adecimal) and a subcontrol byte of 01 (hexadecimal) -- 
indicating a meter resetting and statistics command and 5 
preservation of previous statistics class definitions. Alter- 
natively, as shown in row 685, a control byte of BO (hex- 
adecimal) and a subcontrol byte of 01 (hexadecimal) 
indicate a command for (1) remote meter resetting. (2) 
class configuration (i.e., defining new charge classes) 70 
and (3) statistics reading from the meter. 

In accordance with another aspect of the invention, 
a meter user may request through control request field 
603 a refund for unused postage indicated by the 
descending register of the meter. To this end. the control is 
and subcontrol bytes should be set to 80 (hexadecimal) 
and 02 (hexadecimal), respectively, as shown in row 687. 
The request amount in the amount packet subsequently 
sent to data center 15 should be a negative value such 
that it would nullify the descending register (i.e.. the 20 
request amount + the current descending register value 
= 0). In response to such a refund request, data center 
15 credits to the user's account the unused postage 
amount at the end of the transaction. 

Similarly, when a meter user surrenders a meter to 25 
an authority, the unused postage will be refunded. In 
addition, the meter will be disabled to prevent an unau- 
thorized access to the meter. Such surrender of the 
meter can be achieved by specifying the control and sub- 
control bytes of control request field 603 to be 80 (hexa- 30 
decimal) and 03 (hexadecimal), respectively, as 
indicated in row 689. In a postpayment scheme where 
no refund is required in the surrender of the meter, such 
surrender may be accomplished by setting the control 
and subcontrol bytes of control request field 603 to be & 
40 (hexadecimal) and 03 (hexadecimal), respectively, as 
indicated in row 691. With this setting, the authority is 
able to read the counters in the meter the last time before 
the meter is disabled to prevent an unauthorized access 
thereto. *o 

Referring back to Fig. 6A, meter serial number field 
605 includes five bytes representing a serial number for 
uniquely identifying the meter. This number, when trans- 
mitted, is not encrypted as computer 103 relies on the 
serial number to look up the current decryption keys for 45 
the meter in question. 

Meter hardware ID field 607 includes four bytes for 
identifying the meter's shape, style, model, printed cir- 
cuits, and other details of its hardware. Computer 103 
may utilize the hardware information for advertisement so 
or compilation of statistics. 

Meter software ID field 609 includes sixteen bytes 
for identifying the current version of the meter software, 
thereby updating computer 103 on any model modifica- 
tion of the meter. Field 609 comprises subf ield 609a con- ss 
taining eight bytes of ASCII text representative of the 
meter's main software version, and subf ield 609b con- 
taining the other eight bytes of ASCII text representative 
of a country specific software version. With the informa- 
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tion provided by field 609, computer 103 recognizes the 
software capabilities of the meter and thereby works 
effectively with the meter to generate advertisements or 
announcements on the meter, compile statistics, and so 
on and so forth. 

Meter parameter Info field 61 1 includes twelve bytes 
• -representative of configuration data. Specifically, four 
bytes are reserved for future, additional identification of 
the meter's configuration. A fifth byte identifies the lan- 
guage in which the internal text of the meter for display 
is written. A sixth byte identifies the country in which the 
meter is located. A seventh byte identifies the display 
type. An eighth byte indicates number of lines of text in 
one display. A ninth byte indicates number of characters 
in one display line. A tenth byte identifies the user's 
printer type. Eleventh and twelfth bytes consist of sixteen 
flag bits indicating what devices are connected to the 
meter and active. For example, flag bito. when high, Indi- 
cates a connection to an active test module for testing 
the meter. Flag bit 1, when high, indicates a connection 
to an active PC. Flag bit 2, when high, indicates a con- 
nection to an active internal printer. Flag bit 3, when high, 
indicates a connection to an active external printer. Rag 
bit 4, when high, indicates a connection to an active 
postal scale. Flag bits 5 through 15 are currently 
reserved for other peripheral devices. With the informa- 
tion provided by field 611. computer 103 realizes the 
actual arrangement of the meter and thereby works 
effectively with the meter to generate advertisements or 
announcements on a printer, compile statistics, and so 
on and so forth. For example, having determined that the 
external printer to the meter is active, computer 103 may 
'send a text file to the meter to be printed on the external 
printer, which includes HAS news and the current 
account balance. 

Digits after point field 61 3 includes one byte indicat- 
ing number of digits allowed after a decimal point, or the 
position of the decimal point from the right-most of a 
sequence of digits. 

Meter date and time field 615 includes six bytes. 
Byte 5 identifies the current year; byte 4 identifies the 
current month; byte 3 identifies the current day; byte 2 
identifies the current hour; byte 1 identifies the current 
minute; and byte 0 identifies the current second. Such 
date and time is set in accordance with the standard 
Greenwich Mean Time (GMT). In fact, all the time and 
date information communicated in system 10 is in gen- 
eral based on GMT. 

Ascending register field 61 7 includes six bytes rep- 
resentative of individual digits of the current value of the 
ascending register. The information from digits after 
point field 613 enables computer 103 to determine the 
position of the decimal point among these individual dig- 
its. This being so. computer 103 can determine the exact 
value of the ascending register. 

Descending register field 619 includes five bytes 
representative of individual digits of current, available 
. postage amount for metering. Again, with the information 
from digits after point field 613. computer 1 03 can deter- 
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mine the exact valun of Ihe amount The descending reg- 
iclci value here may achieved by way of computation, 
i.e., the current poslaye amount limit less the ascending 
register valua 

Item counter field 621 includes five bytes represent- 
ative of number of mail items which were metered. 

Local reset amount field 623 includes five bytes rep- 
resentative of amounts of resets conventionally per- 
formed at the postal authority when the meter is 
physically brought there, and serves as confirmation that 
local resets occurred. Thus, this illustrative embodiment 
conveniently allows for local resets as well as remote 
resets. 

Reserved field 625 includes five bytes reserved for 
future use. 

Account number field 627 includes four bytes repre- 
sentative of the number of a pre-establish ed account with 
data center 15 with which TMS transactions are con- 
ducted. Since the account number is confidential, the 
four bytes within field 627 are encrypted in accordance 
with the DES CBC cryptographic algorithm previously 
described. 

Next keynumber field 629 includes eight bytes rep- 
resentative of the DES key which will be used in the next 
communications session. This key takes the form of a 
pseudo random number generated by the meter and, 
again, may not be a weak or semi-weak DES key. Fig. 
7A is a table listing four examples of the weak DES keys; 
and Fig. 76 is a table listing twelve examples of the semi- 
weak keys. The encryption key in field 629 is also 
encrypted. 

Next authentication key field 631 includes eight 
bytes representative of an authentication key which will 
be used in the next communications cycle. However, this 
authentication key must not be dependent on or a deriv- 
ative of the encryption key of field 629. It also takes the 
form of a pseudo random number generated by the meter 
and may not be a weak or eemi-weak DES key. In addi- 
tion, this key is encrypted. 

Counter field 633 includes two bytes representative 
of a count keeping track of the communication session 
the meter and computer 103 are in. It restarts at 0 after 
65,535 is reached. The count is important for detection 
by computer 1 03 of occurrences of reversals, and is also 
encrypted. 

Second reserved field 635 includes two bytes for 
future use which are encrypted. 

Thefinal field of the request packet is signature field 
637 including eight bytes representative of a signature 
resulting from authentication of the data in each data 
field, except field 637. of the request packet, in accord- 
ance with the above-described DES CBC cryptographic 
algorithm. Unlike the CBC initialization vector for encryp- 
tion purposes, the CBC initialization vector for authenti- 
cation is set to be zero. With the authentication, the 
signature changes if any authenticated data is modified. 

After receiving the request packet computer 103 
first calculates the signature based on the authenticated 
data in the packet and verifies the authenticity thereof by 



comparing the calculated signature with the received sig- 
nature. The encrypted data is then decrypted using the 
inverse DES function. 

The CBC initialization vector for encryption of cer- 
s tain data in the above response packet selectedly com- 
prises eight bytes resulting from a bit-wise XOR 
(Exclusive-OR) addition of the above vector k2 to 1 . 

It should be noted at this point that where, as an 
alternative, the downcounting timer and downcounting 
10 piece counter are used to carry out the time-limit and 
piece-limit concepts as previously described, two fields 
may be added to the data format of the request packet 
of Fig. 6A. For the information of data center 15, these 
additional fields may contain data representative of the 
is current run time and piece count, respectively. Such 
additional fields may be treated similarly to descending 
register field 61 9 and authenticated as well. 

Fig. 8 illustrates the data format of the above 
response packet. In this packet, control command field 
20 803 includes two bytes of flags having a format similar 
to the control request field 603 which is fully described 
hereinbefore. These flags are indicative of various con- 
trol commands from data center 15 as illustrated in the 
table of Fig. 6B. 

User dialog timeout field 805 includes one byte rep- 
resentative of number of seconds. Based on this data, 
the receiving postage meter sets its user timeout. That 
is, the user is given a time window within which the user 
needs to react to information sent by center 1 5. 

Reserved field 807 includes five bytes for future use. 
The default value of this field may be set to zero. 

Account balance before reset field 809 includes six 
bytes representative of a funds amount currently availa- 
ble on the user's account. This field is encrypted because 
the funds amount is considered confidential. 

Second reserved field 81 1 includes two bytes for 
future use. Again, the default value of this field may be 
set to zero. 

Further response data field 813 contains additional 
response data of a variable length. The structure of field 
813 is referred to as a "dynamic data structure" and is 
fully described hereinbelow. In any event, the data infield 
813 may be encrypted and/or authenticated depending 
upon the nature of the data. 

Signature field 815 includes eight bytes representa- 
tive of a signature resulting from authenticating selected 
data within the response packet, in accordance with the 
above-descrtoed DES CBC cryptographic algorithm. 
Again, the CBC initialization vector for authentication 
here is set to be zero. 

"The CBC Initialization vector for encryption of cer- 
tain data in the above amount packet selectedly com- 
prises eight bytes resulting from a bit-wise XOR 
(Exclusive-OR) addition of the above vector k2 to 2. Fig. 
9 illustrates the data format of the amount packet. In this 
packet, request amountf iekJ 903 includes five bytes rep- 
resentative of a reset amount requested, i.e.. additional 
postage to be made available at the meter. This 
requested amount is encrypted. 
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Reserved Moid 905 includes three bytes for future 
use and is encrypted. The default value of this field is 
zero. 

Further amount data field 907 contains additional 
amount data of a variable length in the dynamic data 
structure to be described. In any event, the data In field 
907 may be encrypted and/or authenticated depending 
upon the nature of the data. 

Signature field 909 includes eight bytes representa- 
tive of a signature resulting from authenticating selected 
data within the amount packet in accordance with the 
above-descrbed DES CBC cryptographic algorithm. 
Again, the CBC initialization vector for authentication 
here is set to be zero. 

The CBC initialization vector for encryption of cer- 
tain data in the above grant packet selectedly comprises 
eight bytes resulting from a bit-wise XOR (Exclusive-OR) 
addition of the above vector k2 to 4. Fig. 10 illustrates 
the data format of the grant packet In this packet, date 
limit granted field 1003 includes three bytes representa- 
tive of a future date limit after which the meter will be 
locked and become inoperative. Specifically, byte 2 iden- 
tifies the year of the date limit; byte 1 identifies the month; 
and byte 0 identifies the day. The limit is reached at mid- 
night of the date so identified. The data in field 1003 is 
encrypted. 

Item counter limit granted field 1005 includes five 
bytes representative of the piece limit for the number of 
mail items to be processed by the meter. The meter will 
be locked and become inoperative after this limit is 
reached. The limit is set according to predetermined 
increments defined at data center 15. The data in field 
1005 is encrypted. 

Next meter limit granted field 1 007 includes six bytes 
representative of a new postage amount limit for the 
ascending register. Again, the meter will be locked and 
become inoperative after this limit is reached. The limit 
is determined based on the received ascending register 
value in field 61 7, the request amount information in field 
903, and current available funds in the user's account 
The data in field 1007 is encrypted. The new postage 
amount limit is intended to replace the current postage 
amount limit previously communicated to the meter. This 
new postage amount limit is greater than the current 
postage amount limit by the requested reset amount, 
provided that the funds in the user's account can cover 
the requested reset amount. As such, the postage 
amount limit is ever increasing; so is the value of the 
ascending register in the meter. However, the ascending 
register value can never exceed a physical limit that the 
register physically allows. This being so, the newpostage 
amount limit can never be greater than the physical limit 
in question. When the new postage amount limit exceeds 
the physical limit, the meter is required to be serviced for 
adjustment of the ascending register so that the new 
postage amount limit can be set well below the physical 
limit. 



Reserved field 1009 includes two bytes for future 
use and is encrypted. The default value of this field is set 
to zero. 

Similar to the format of meter data and time field 61 5 
5 previously described, site date and time field 1011 
includes six bytes representative of a time reference 
used to set the meter's date and time to correct values. 
Again, this time reference is in accordance with the 
standard GMT. 

10 Second reserved field 1013 includes two bytes for 
future use. This field is set to a default value zero. 

Further grant data field 1015 additional grant data of 
a variable length in the dynamic data structure to be 
described. In any event, the data in field 1015 may be 

15 encrypted and/or authenticated depending upon the 
nature of the data. 

Message field 1017 provides for an unlimited 
number of bytes necessary for representing a display 
message from data center 15. The message is termi- 

20 nated by predetermined characters (#0 in this instance). 
This message is neither encrypted nor authenticated so 
that the user can read it even in case of encryp- 
tion/authentication errors. The message Is formatted by 
computer 103 according to the meter's display 

2$ type/dimensions previously communicated thereto in 
meter parameter info field 61 1 . 

Message to print field 1018 provides for an unlimited 
number of bytes necessary for representing a message 
for a printer associated with the meter to print. The mes- 

30 sage is terminated by predetermined characters (#0 in 
this instance), and sent only when the printer is active. 
This message is neither encrypted nor authenticated so 
that the user can read it even in case of encryption/ 
. authentication errors. The message is formatted by com- 
as puter 103 according to the printer type previously com- 
municated thereto in meter parameter info field 611. 

Signature field 1019 includes eight bytes represent- 
ative of a signature resulting from authenticating 
selected data within the grant packet, in accordance with 

40 the above-described DES CBC cryptographic algorithm. 
Again, the CBC initialization vector for authentication 
here is set to be zero. 

It should be noted at this point that where, as an 
alternative, the downcounting timer and downcounting 

45 piece counter are used to implement the time- limit and 
piece-limit concepts as previously described, the data in 
date limit granted field 1 003 should represent an amount 
of time instead of a data After receiving such time-limit 
data from field 1003 and the piece limit data from field 

so 1 005, the meter adds the time limit and the piece limit to 
the current run time of the downcounting timer and the 
current piece count of the downcounting piece counter, 
respectively. 

It should be noted at this point that, based on the 
55 request packet from the meter including information in 
item counter field 621 . and the limits including the piece 
limit previously communicated to the meter, data center 
1 5 is capable of determining whether one of these limits 
has been reached. Data center 15 assumes that the 
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muter is locked from further operation when any limit is 
determined to have been reached. New limits allowing 
the meter to resume its operation are communicated in 
fields 1003, 1005, and 1007 of the grant packet only 
when certain predetermined conditions are satisfied. 
Such conditions include, for example, the meter compo- 
nents being In good order, the meter not being reported 
stolen, and no payment to the postal authority being 
overdue where the postpayment scheme is imple- 
mented. 

Fig. 1 1 A illustrates the data format of the above quit 
packet generated by computer 103 when it for any rea- 
son decides to quit during the communications with the 
meter. In this packet, quit status code field 1 101 includes 
two bytes identifying a quit status, to which the meter's 
application may react. 

Like message field 1017, quit message field 1103 
provides for an unlimited number of bytes necessary for 
representing a display message from data center 15. 
The message is terminated by predetermined charac- 
ters (#0 in this instance). This message is neither 
encrypted nor authenticated so that the user can read it 
even in case of encryption/authentication errors. 
Because center 15 when quitting may not yet be 
informed of the meter's display type/dimensions, the quit 
message is normally simple and unformatted. 

Fig. 1 1 B illustrates the data format of the above log- 
out packet. This packet is generated by a meter for con- 
firmation of a complete communication session with data 
center 1 5 to assure the latter that no reversal is neces- 
sary in the next communication session. In this packet, 
next meter limit field 1 107 includes two bytes repeating 
the content of next meter limit granted field 1007 in the 
received grant packet. Logout status code field 1 109 is 
formatted and functions similarly to quit status code field 
1101 described before. Logout message field 11 11 is for- 
matted and functions similarly to quit message field 1 103 
described bdfore. Signature field 1113 includes eight 
bytes representative of a signature resulting from 
authenticating the data in each field except logout mes- 
sage field 1111. 

As mentioned before, further response data field, 
further amount data field, and further grant data field, if 
necessary, may contain additional data which is in the 
dynamic data structure. Fig. 1 2 illustrates one such data 
field 1200 in the dynamic data structure. The data in field 
1200 can be fully/partially encrypted and/or fully/partially 
authenticated. Field 1200 starts with byte-pair 1201 
comprising two bytes representative of a count of data 
elements (N) within field 1 200. Byte-pair 1 201 is followed 
by byte-pair 1203 representative of a number E, speci- 
fying that data parts (denoted data x's, where UxsN) 
of the first E data elements are encrypted. The next byte- 
pair 1 205 representative of a number A, specifying that 
the first A data elements, in addition to byte-pairs 1201, 
1 203, 1 205 and 1 207. are authenticated. Byte-pair 1 207 
is reserved for future use. Following byte-pair 1207 are 
the N data elements. Each element starts with a length 
byte representative of number of bytes (Lx) in data x of 



the element. Thus, it can be shown that the length of field 
1200 is 

N 

B + N+ £Lx bytes. 

It should be pointed out that above byte-pairs 1201 . 
1203 and 1205 representative of the values N, E and A, 
respectively, and the length bytes may not be encrypted 
10 as they are needed for a length calculation before any 
decryption takes place. 

In addition, due to the requirement of the DES CBC 
cryptographic algorithm, the length of each data part to 
be encrypted must be in a multiple of eight bytes. In the 
15 event that any data part to be encrypted is not in a mul- 
tiple of eight, the data part is extended to the nearest 
multiple of eight by stuffing thereinto bytes having a value 
0. The stuff-bytes are encrypted and transmitted as if 
they were actual data bytes. Cognizant of the Lie's indic- 
ative of the numbers of actual data bytes in the corre- 
sponding data parts, computer 103 is capable of 
determining which of the received bytes are stuff-bytes 
and hence ignores them after decryption. 

For the authentication, a similar requirement as to 
the number of bytes being a multiple of eight in each data 
element to be authenticated applies. In the event that any 
data element to be authenticated does not comprise a 
multiple of eight bytes, virtual bytes having a value zero 
are temporarily added during authentication to achieve 
a length of the nearest multiple of eight. However, these 
virtual bytes are not transmitted. Nor do they actually 
appear in the data parts. 

It should also be pointed out that the content of con- 
trol command field 803 in the response packet may dic- 
tate the existence of further response data field 813 in 
the~same packet, further amount data field 907 in the 
amount packet and further grant data field 1015 in the 
grant packet during the communication session. Specif- 
ically, when the control command field 803 contains a 
hexadecimal number 8001 indicative of standard remote 
meter resetting (see Fig. 6B), or 4001 indicative of stand- 
ard remote counter reading, fields 813, 907 and 1015 
are not needed for either function and thus omitted. 

On the other hand, when the control command field 
803 contains one of hexadecimal numbers 9001 , BOOL 
5001 and 7001, indicating to the meter, among other 
things, to return statistical data to data center 15, further 
amount data field 907 is then set up in the subsequent 
amount packet from the meter to report such statistical 
data. Fig. l3isatabledescribingthecontentof an exem- 
plary further amount data field in the above-described 
dynamic data structure reporting class statistical data. 
As shown in Fig. 13, N=4 indicative of four data elements 
in the field; E=0 indicative of no encrypted data part, A=0 
indicative of no authenticated data element. The first 
data element includes a data part of L1 =3 bytes. The first 
two bytes of this data part represent charge class 0 which 
is a miscellaneous class. The third byte represents a 
non-zero statistical hit count (e.g.. 175) of mail items 
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which were processed by the meter and which belonged 
lo charge class 0. Similarly, the second data element 
includes a data part of L2=4 bytes. The first two bytes of 
this data part again represent a class which is charge 
class 3 in this example. The third and fourth bytes rep- 5 
resent another non-zero statistical hit count which is 
9,278 in this example. The third and fourth data elements 
similarly indicate the statistical hits of classes 4 and 7, 
respectively. It is noteworthy that, in this example, 
classes such as 1 , 2, 5, and 6 which have no hits are not 10 
represented so as to minimize the length ol the further 
amount data field. 

When the control command field 803 contains one 
of hexadecimal numbers B001 and 7001, indicating to 
the meter, among other things, to redefine charge 1$ 
classes, further grant data field 1 0 1 5 is then set up in the 
subsequent grant packet from data center 15 to convey 
information on the new class definitions. Fig. 14 is a tab) e 
describing the content of an exemplary further grant data 
field in the above-described dynamic data structure con- so 
veying information including new charge class defini- 
tions. As shown in Fig. 14. N=S indicative of S data 
elements in the field, where S is a predetermined integer; 
E=0 indicative of no encrypted data part. A«=S indicative 
of all data elements being authenticated. The first data 25 
element includes a data part of Li =6 bytes representa- 
tive of a new reading date. The format of this data part 
resembles the format of meter date and time field 61 5 of 
the request packet described before. If the value of the 
data part is set to zero, the reading will take place in the 30 
upcoming communication session between the meter 
and data center 15, provided that the session is com- 
plete. The new reading date information specifies when 
the meter will implement the new classes as defined in 
the subsequent data elements. The second data ele- 35 
ment includes a data part of L2 bytes. The first byte in 
this data part identifies a mail class type of charge class 
1 which, in this instance, is first class mail. Other mail 
class types include parcel post, express mail, interna- 
tional mail, etc. The rest of the data part is divided into 40 
two halves each consisting of (L2-1)Z2 bytes. The first 
half defines the lower limit (inclusive) of charge class 1 , 
and the other half defines the upper limit (inclusive) of 
same. Like the second data element, the third through 
S m data elements each identifies mail class types of 45 
charge classes 2 through S-1 using the first byte of the 
data part, and defines the lower and upper limits of the 
class using respectively the first and second halves of 
the remaining data pari. It should be noted that charge 
class 0 is internally created by the meter to account for so 
statistical hits that do not fall within any of the above- 
defined classes. 

Fig. 15 illustrates a set of buffers in nv-RAM 230 in 
a postage meter which make up a database in the meter 
necessary for communications with data center 15. As 55 
shown in Fig. 15. buffer 1501 contains current class def- 
initions. These class definitions are ordered in an 
ascending order, the class with the smallest value being 
first Each class is defined by its lower and upper limit. 



in that order. Of course, if a class should be described 
with a single value, the lower and upper limits are set to 
that value. 

Buffer 1503, structured identically to buffer 1501, 
contains new class definitions which are valid after a 
specified reading date. If the reading date is unspecified, 
it would be the date the meter is switched on. Again, if 
the reading date is set to zero, the reading will take place 
in the upcoming communication session, provided that 
the session is complete. 

Buffer 1505 comprises individual class counters or 
piece counters corresponding to the class definitions. 
Each class counter is dynamically set up for a charge 
class in accordance with the class definitions. An addi- 
tional class counter is always set up for charge class 0 
described above. These class counters holds class sta- 
tistical data including the numbers of hits in the respec- 
tive classes. 

Class reading buffer 1507, structured similarly to 
buffer 1505. holds class statistical data which is read 
from buffer 1505 on the specified reading date. Buffer 
1 509 contains the reading date in question. Buffer 151 1 
contains a new reading date. Thus, on the reading date, 
the class statistical data is read into class reading buffer 
1507; the new class definitions are copied into buffer 
1501; and the new reading date is copied into buffer 
1509. 

Buffer 1513 contains the values for the time limit, the 
upper amount limit and the piece limit. For a limit or a 
date which is not in use, a value 0 (all zeros) may be 
assigned thereto. 

Fig. 1 6 illustrates an exemplary cycle through which 
a meter goes in carrying out its operation in accordance 
with the invention. The cycle comprises two states 1 and 
2 interleaved with three phases A, B and C. 

In state 1 where classes, new classes, the reading 
£ate, and the new reading date have been defined, while 
the meter is waiting for the reading date to expire, the 
class statistical data in buffer 1505 is being updated. In 
this state, buffer 1513 may be updated with new limits 
provided by data center 15. However, no class statistical 
data is transmitted. To this end, in a TMS transaction dur- 
ing this state, bit 12 of control request field 603 in the 
request packet transmitted from the meter must be set 
to zero. 

The meter enters phase A when the reading date is 
reached. During this phase, the new class definitions in 
buffer 1 503 are copied into buffer 1501 ; the class statis- 
tical data in 1 505 is copied into class reading buffer 1 507, 
and buffer 1 505 is then cleared; the new reading date in 
buffer 151 1 is copied into buffer 1509. Tne limits in buffer 
1513 remain unchanged. 

After phase A. the meter enters state 2. waiting for 
any TMS transaction during which transmission of the 
class statistical data to data center 15 is requested. As 
in state 1, in state 2, buffer 1505 is updated with new 
class statistical data. 

The meter enters phase B from state 2 when the 
meter conducts a TMS transaction with data center 15. 
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During the transaction, control request field 603 in the 
request packet would indicate (bit 12 = 1) a request for 
transmission of the class statistical data to data center 
15. As previously described, such a request is normally 
acluiowfedged by the data center with a command in the 
response packet The class statistical data in class read- 
ing buffer 1 507 Is then enclosed in an amount packet for 
transmission to data center 15. 

Phase B is immediately followed by phase C wherein 
the class reading buffer is cleared. Data center transmits 
to the meter a grant packet which may enclose new limits, 
a new reading date and new class definitions. These lim- 
its go into effect immediately after they are received by 
the meter. The meter then returns to state 1 to restart 
the cycle. 

The foregoing merely illustrates the principles of the 
invention and those skilled in the art will be able to devise 
numerous arrangements which, although not explicitly 
shown or described herein, embody the principles of the 
invention. 

For example, the above communications between 
postage meters 101-1 through -pand data center 15 are 
carded out in real timo via dial-up telephone lines. It will 
be appreciated that a person skilled in the art may carry 
out similar communications off-line through an inte- 
grated circuit (IC) card of conventional design. Fig. 17 is 
a block diagram of IC card 1 700 adapted for use in sys- 
tem 10. IC card 1 700 includes microprocessor 1 705 and 
leads 1707. Microprocessor 1705 includes a conven- 
tional memory (not shown) such as an EEPROM. It is 
important to note that the content in such a memory is 
erasable and can be overwritten. That is. the writings in 
such a memory are not irreversible so that, advanta- 
geously the limited space of the memory can be reused. 
Leads 1707 are connected to microprocessor 1705 to 
transport data through input/output (I/O) interface 1709 
on the card. 

In order to accommodate IC card 1 700, the meter of 
Fig. 2 needs to be modified to include an IC card con- 
nector having a slot receptive to the IC card. The card 
connector has an interface comprising metallic contacts 
tor electrically connecting card 1700, when inserted in 
the slot receptacle, to controller 201 in the meter. The 
configuration of these metallic contacts complies with a 
well-known interface standard. Host computer 103 
includes a similar IC card connector for card 1700 to 
communicate with the processor of computer 103. With 
the above arrangement, data can be transferred 
between IC card 1700 and the meter of Fig. 2 or host 
computer 1 03 when it is inserted in either slot receptacle. 

The data contained in the memory o1 microproces- 
sor 1705 complies with the data formats of the above- 
described packets. The sequence of the exchangeof the 
packet data is similar to before. However, such an 
exchange is normally delayed due to the requirement of 
physically delivery (e.g.. by courier) of the card back and 
forth between the meter and data center 15. In this alter- 
native embodiment, IC card 1700 may act as a neutral 
card and contains only the seed packet data in memory 



1 705; it may act as a meter card and contains meter data; 
or as a center card and contains center data. To this end, 
a header file in memory 1705 identifies the card type. 
Referring to the cycle of Fig. 16, for example, in state 2, 

s card 1 700 is required to be a neutral card. After the meter 
computes based on the seed packet data on the neutral 
card, and writes the request, amount and logout packet 
data onto the card during phase 8, it is redesignated as 
a meter card. The meter card Is then delivered to data 

10 center 15. 

After computer 103 in data center 15 reads the meter 
card, it overwrites the previous card data with center data 
including the response, grant and seed packet data for 
the next cycle onto the card which is then redesignated 

is as a center card. In phase C, after the meter reads the 
center card, the card is cleared of data except the next 
seed packet data and becomes, again, a neutral card. 

It is clear from the above discussion that IC card 
1700 is merely used as a medium for data storage, and 

20 is run back and forth by a courier to transfer data between 
the meter and data center 1 5. That is, card 1 700 here is 
not left inserted in the meter throughout the meter's post- 
age printing operation to record data entri es concerning, 
for example, the value and quantity of postage Hems 

25 printed during each postage printing transaction. In fact, 
card 1700 does not receive such data entries from the 
meter. Furthermore, card 1700 is not "smart" as it is not 
programmed to process any data received from the 
meter or data center 15. 

30 In accordance wfth another aspect of the invention, 
the meter in phase C can only accept a center card but 
not a card otherwise designated. Thus, concomitant to 
the off-line communications, state 3 is needed between 
phases B and C. and represents the elapsed time for run- 

35 ning the meter card to the center and the center card 
back to the meter. That is, state 3 starts at the moment 
of sending the meter card to the data center and ends at 
the moment of receiving by the meter of the center card. 
During state 3, buffer 1 505 is updated with new class sta- 

40 tisticai data. 

Finally, the exemplary embodiment of the invention 
is disclosed herein in a form in which various system 
functions are performed by discrete functional blocks. 
These functional blocks may be implemented in various 

45 ways and combinations using logic circuitry and/or 
appropriately programmed processors, as will be known 
to those skilled in the art. 

Claims 

50 

1. A postage meter device for printing postage com- 
prising: 

means for processing mail items; 
means for selecting values of postage for said 
55 mail items; 

means for defining at least one charge class 
with a first postage value being an upper bound and 
a second postage value being a lower bound; and 
means for associating a subset of said mail 
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items with said at least one charge class based on 
postage values selected for said subset. 

2. A device as claimed in claim 1 further comprising 
means for determining the number of items in said 
subset. 

3. A device as claimed in claim 1 or claim 2 further com- 
prising means for transmitting a signal representa- 
tive of said number of items at a pre-selected time. 

4. A device as claimed in any preceding daim further 
comprising means for storing said pre-selected time. 

5. A device as claimed In any preceding claim wherein 
said at least one charge class is associated with a 
predetermined mail class type. 

6. A device as claimed in any preceding claim wherein 
said first postage value is equal to said second post- 
age value. 

7. A postage meter device for printing postage com- 
prising: 

means for processing mail items; 

means lor receiving a limit restricting number 
of mail items to be processed; and 

means responsive to the received limit for 
stopping processing of said mail items when said 
limit is reached. 

8. A postage meter device for printing postage com- 
prising: 

means for dispensing postage; 

means for receiving a limit specifying a max- 
imum postage value up to which cumulative postage 
dispensed by the meter reaches; and 

means for resetting the meter to increase 
said maximum postage value to a new. maximum 
postage value. 

9. A communications system comprising : 

a plurality of postage meter devices as 
claimed in any of claims 1 to 6; and 

means for communicating to a selected one 
of said postage meters at least a first postage value 
and a second postage value for defining the at least 
one charge class in the selected meter. 

10. A system as claimed in claim 9 further comprising 
means for receiving said signal. 

11. A communications system comprising: 

at least one postage meter device as claimed 
in claim 7; and 

means for communicating to said at least one 
postage meter a limit restricting number of mail 
items to be processed thereby. 



1 2. A communications system comprising: 

at least one postage meter for processing 
mail items; and 

a data center comprising: 
5 means for communicating to said postage 

meter at least a time limit restricting a time period 
during which said mail items are processed by said 
meter, said meter comprising means responsive to 
said limit for slopping processing of said mail items 
w when said time limit is reached; and 

means for determining whether the time limit 
previously communicated to said meter has been 
reached; 

whereby when the previous time limit is deter- 
75 mined to have been reached, said data center com- 
municates a new time limit to said meter to 
disengage the stopping means for said meter to 
resume processing of said mail items upon a satis- 
faction of one or more predetermined conditions. 

20 

13. A system as claimed in claim 12 wherein said time 
limit is defined by a pre-selected date. 

14. A system as claimed in claim 1 1 or claim 12 further 
25 comprising means, for example in said data center 

tor encrypting said limit. 

15. A system as claimed in claim 14 wherein said limit 
is encrypted in accordance with a data encryption 

30 standard (DES) cryptographic algorithm. 

1 6. A communications system comprising: 

at least one postage meter for dispensing 
postage comprising 
3$ means for storing an available postage 

amount for dispensation; and 

means for requesting a postage amount to be 
added to said available postage amount, the 
requested postage amount being smaller than zero; 
40 and 

a data center comprising 

means for receiving from said at least one 
postage meter the requested postage amount; and 

means responsive to the received requested 
45 postage amount for refunding to a user of said post- 
age meter an absolute value of the requested post- 
age amount. 

17. A system as claimed in claim 16 wherein said data 
so center comprises means for causing said postage 

meter to be disabled so as to prevent further use ol 
said meter. 

18. A communications system comprising: 

55 at least one postage meter comprising 

means for dispensing postage; and 
means for requesting an additional postage 
amount for dispensation; and 
a data center comprising 
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During the transaction, control request field 603 in the 
request packet would indicate (bit 12 o 1) a request for 
transmission of the class statistical data to data center 
10. As previously described, such a request is normally 
acknowledged by Hie data center with a command in the s 
response packet The class statistical data in class read- 
ing buffer 1 507 is then enclosed in an amount packet for 
transmission to data center 1 5. 

Phase B is immediately followed by phase C wherein 
the class reading buffer is cleared. Data center transmits 10 
to the meter a grant packet which may enclose new limits, 
a new reading date and now class definitions. These lim- 
its go into effect immediately after they are received by 
the meter. The meter then returns to state 1 to restart 
the cycle. 15 

The foregoing merely illustrates the principles of the 
invention and those skilled in the art will be able to devise 
numerous arrangements which, although not explicitly 
shown or described herein, embody the principles of the 
invention. 20 

For example, the above communications between 
postage meters 101-1 through -p and data center 1 5 are 
carried out in real time via dial-up telephone lines. It will 
be appreciated that a person skilled in the art may carry 
out similar communications off-line through an inte- 25 
grated circuit (IC) card of conventional design. Fig. 1 7 is 
a block diagram of IC card 1 700 adapted for use in sys- 
tem 10. IC card 1 700 includes microprocessor 1 705 and 
leads 1707. Microprocessor 1705 includes a conven- 
tional memory (not shown) such as an EEPROM. It is 30 
important to note that the content in such a memory is 
erasable and can be overwritten. That is, the writings in 
such a memory are not irreversible so that, advanta- 
geously, the limited space of the memory can be reused. 
Leads 1707 are connected to microprocessor 1705 to 35 
transport data through input/output (I/O) interface 1709 
on the card. 

In order to accommodate IC card 1 700, the meter of 
Fig. 2 needs to be modified to include an IC card con- 
nector having a slot receptive to the IC card. The card *o 
connector has an interface comprising metallic contacts 
tor electrically connecting card 1700, when inserted in 
the slot receptacle, to controller 201 in the meter. The 
configuration of these metallic contacts complies with a 
well-known interface standard. Host computer 103 45 
includes a similar IC card connector for card 1700 to 
communicate with the processor of computer 103. With 
the above arrangement, data can be transferred 
between IC card 1700 and the meter of Fig. 2 or host 
computer 1 03 when it is inserted in either slot receptacle, so 

The data contained in the memory of microproces- 
sor 1705 complies with the data formats of the above- 
described packets. The sequence of the exchange of the 
packet data is similar to before. However, such an 
exchange is normally delayed due to the requirement of ss 
physically delivery (e.g., by courier) of the card back and 
forth between the meter and data center 15. In this alter- 
native embodiment, IC card 1700 may act as a neutral 
card and contains only the seed packet data in memory 



1 705; it may act as a meter card and contains meter data; 
or as a center card and contains center data. To this end, 
a header file in memory 1705 identifies the card type. 
Referring to the cycle of Fig. 16, for example, in state 2, 
card 1700 is required to be a neutral card. After the meter 
computes based on the seed packet data on the neutral 
card, and writes the request, amount and logout packet 
data onto the card during phase B, it is redesignated as 
a meter card. The meter card is then delivered to data 
center 15. 

After computer 1 03 in data center 1 5 reads the meter 
card, it overwrites the previous card data with center data 
including the response, grant and seed packet data for 
the next cycle onto the card which is then redesignated 
as a center card. In phase C, after the meter reads the 
center card, the card is cleared ol data except the next 
seed packet data and becomes, again, a neutral card. 

It is clear from the above discussion that IC card 
1700 is merely used as a medium for data storage, and 
is run back and forth by a couri er to transfer data between 
the meter and data center 1 5. That is, card 1 700 here is 
not left inserted in the meter throughout the meter's post- 
age printing operation to record data entries concerning, 
for example, the value and quantity of postage Hems 
printed during each postage printing transaction. In fact, 
card 1700 does not receive such data entries from the 
meter. Furthermore, card 1700 is not "smart" as it is not 
programmed to process any data received from the 
meter or data center 15. 

In accordance with another aspect of the invention, 
the meter in phase C can only accept a center card but 
not a card otherwise designated. Thus, concomitant to 
theoff-line communications, state 3 is needed between 
phases B and C, and represents the elapsed time for run- 
ning the meter card to the center and the center card 
back to the meter. That is, state 3 starts at the moment 
of sending the meter card to the data center and ends at 
the moment of receiving by the meter of the center card. 
During state 3, buffer 1 505 is updated with new class sta- 
tistical data. 

Finally, the exemplary embodiment of the invention 
is disclosed herein in a form in which various system 
functions are performed by discrete functional blocks. 
These functional blocks may be implemented in various 
ways and combinations using logic circuitry and/or 
appropriately programmed processors, as will be known 
to those skilled in the art. 

Claims 

1. A postage meter device for printing postage com- 
prising: 

means for processing mail items; 
means for selecting values of postage for said 
mail items; 

means for defining at least one charge class 
with a first postage value being an upper bound and 
a second postage value being a lower bound; and 

means for associating a subset of said mail 
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items with said at least one charge class based on 
postage values selecled for said subset. 

2. A device as claimed in claim 1 further comprising 
means for determining the number of items in said 
subset. 

3. A device as claimed in claim 1 or claim 2 further com- 
prising means for transmitting a signal representa- 
tive of said number of items at a pre-selected time. 

4. A device as claimed in any preceding claim further 
comprising means for storing said pre-selected time. 

5. A device as claimed, in any preceding claim wherein 
said at least one charge class is associated with a 
predetermined mail class type. 

6. A device as claimed in any preceding claim wherein 
said first postage value is equal to said second post- 
age value. 

7. A postage meter device for printing postage com- 
prising: 

means for processing mail items; 

means tor receiving a limit restricting number 
of mall items to be processed; and 

means responsive to the received limit for 
stopping processing of said mail items when said 
limit is reached. 

8. A postage meter device for printing postage com- 
prising: 

means for dispensing postage; 

means for receiving a limit specifying a max- 
imum postage value up to which cumulative postage 
dispensed by the meter reaches; and 

means for resetting the meter to increase 
said maximum postage value to a new, maximum 
postage value. 

9. A communications system comprising: 

a plurality of postage meter devices as 
claimed in any of claims 1 to 6; and 

means for communicating to a selected one 
of said postage meters at least a first postage value 
and a second postage value for defining the at least 
one charge class in the selected meter. 

10. A system as claimed in claim 9 further comprising 
means for receiving said signal. 

1 1 . A communications system comprising: 

at least one postage meter device as claimed 
in daim 7; and 

means for communicating to said at least one 
postage meter a limit restricting number of mail 
items to be processed thereby. 



1 2. A communications system comprising: 

at least one postage meter for processing 
mail items; and 

a data center comprising: 
s means for communicating to said postage 

meter at least a time limit restricting a time period 
during which said mail items are processed by said 
meter, said meter comprising means responsive to 
said limit for stopping processing of said mail items 
io when said time limit is reached; and 

means for determining whether the time limit 
previously communicated to said meter has been 
reached; 

whereby when the previous time limit isdeter- 
15 mined to have been reached, said data center com- 
municates a new time limit to said meter to 
disengage the stopping means for said meter to 
resume processing of said mail items upon a satis- 
faction of one or more predetermined conditions. 

20 

1 3. A system as claimed in claim 1 2 wherein said time 
limit is defined by a pre-selected date. 

1 4. A system as claimed in claim 1 1 or claim 1 2 further 
£5 comprising means, for example in said data center 

for encrypting said limit. 

15. A system as claimed in claim 14 wherein said limit 
is encrypted in accordance with a data encryption 

30 standard (DES) cryptographic algorithm. 

1 6. A communications system comprising: 

at least one postage meter for dispensing 
postage comprising 
35 means for storing an available postage 

amount for dispensation; and 

means for requesting a postage amount to be 
added to said available postage amount, the 
requested postage amount being smaller than zero; 
40 and 

a data center comprising 

means for receiving from said at least one 
postage meter the requested postage amount; and 

means responsive to the received requested 
46 postage amount for refunding to a user of said post- 
age meter an absolute value of the requested post- 
age amount. 

1 7. A system as claimed in claim 16 wherein said data 
so center comprises means for causing said postage 

meter to be disabled so as to prevent further use o1 
said meter. 

18. A communications system comprising: 

55 at least one postage meter comprising 

means for dispensing postage; and 
means for requesting an additional postage 
amount for dispensation: and 
a data center comprising 
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means for receiving from said at least one 
postage meter tho requested additional postage 
amount; and 

means responsive to the requested addi- 
tional postage nmount for communicating to said 
postage meter a limit specifying a maximum postage 
amount up to which cumulative postage dispensed 
by the meter reaches. 

19. A system as claimed in claim 1 8 wherein said post- 
age meter further comprises means for encrypting 
said requested additional amount, for example in 
accordance with a DES cryptographic algorithm. 

20. A system as claimed In any of claims 18 to 20 
wherein said data center further comprises means 
for encrypting said limit, for example in accordance 
with a DES cryptographic algorithm. 

21. A method of processing mail items in a postage 
meter device for printing postage comprising the 
steps of: 

selecting values for postage for said mail 

items; 

defining at least one charge class with a first 
postage value being an upper bound and a second 
postage value being a lower bound; and 

associating a subset of said mail items with 
said at least one charge class based on postage val- 
ues selected for said subset 

22. A method as claimed in claim 21 further comprising 
the step of determining number of items in said sub- 
set. 

23. A method as claimed in claim 22 further comprising 
the step of transmitting a signal representative of 
said number ot items at a pre-selected time. 

24. A method as claimed in claim 23 further comprising 
the step of storing said pre-selected time. 

25. A method as claimed in any of claims 21 to 24 
wherein said at least one charge class is associated 
with a predetermined mail class type. 

26. A method as claimed in any of claims 21 to 25 
wherein said first postage value is equal to said sec- 
ond postage value. 

27. A method of processing mail items in a postage 
meter device for printing postage comprising the 
steps of: 

receiving a limit restricting number of mail 
items to be processed; and 

stopping, in response to the received limit, 
processing of said mail items when said limit is 
reached. 



28. A method for use in a postage meter device for print- 
ing postage comprising the steps of: 

dispensing postage; 

receiving a limit specifying a maximum post- 
5 age value up to which cumulative postage dis- 
pensed by the meter reaches; and 

resetting the meter to increase said maxi- 
mum postage value to a new, maximum postage 
value. 

w 

29. A method ot processing mai I items as claimed in any 
of claims 21 to 26 in a communications system 

" including a plurality of postage meters tor printing 
postage, said method comprising the steps of: 
15 communicating to a selected one of said 

postage meters at least a first postage value and a 
second postage value for defining the at least one 
class in the selected meter, 

processing by the selected postage meter 
20 mail items; 

selecting postage for said mail items; and 
associating a subset of said mail items with 
said at least one class based on postage values 
selected for said subset. 

25 

30. A method as claimed in claim 28 further comprising 
the step of receiving a signal representative of said 
number of items at a pre-selected time transmitted 
by the selected meter. 

30 

31. A method for use in a communications system 
including at least one postage meter for processing 
mail items, said method comprising the steps of: 

communicating to said postage meter at least 
35 a time limit restr icting a time period during which said 
mail items are processed by said meter, 
stopping, in response to said limit, 
. - processing of said mail items when said time limit is 
reached; 

40 determining whether the time limit previously 

communicated to said meter has been reached; and 
when the previous time limit is determined to 
have been reached, communicating a new time limit 
to said meter to resume processing of said mail 

45 items upon a satisfaction of one or more predeter- 
mined concfitions. 

32. A method as claimed in claim 31 wherein said time 
limit i6 defined by a pre-6elected date. 

50 

33. A method as claimed in claim 31 or claim 32 further 
comprising the step of encrypting said time limit, for 
example in accordance with a DES cryptographic 
algorithm. 

55 

34. A method of processing mail items as claimed in 
claim 27 in a communication system including at 
least one postage meter for processing mail items, 
said method comprising the steps of: 
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communicating to said at least one postage 
meters a limit restricting number of mail items to be 
processed thereby; and 

stopping, in response to said limit, processing 
of said mail items when said limit is reached. 5 

35. A method as claimed in claim 34 further comprising 
the step of encrypting said limit, for example in 
accordance with a DES cryptographic algorithm. 

10 

36. A method for use in a communications system 
including at least one postage meter for dispensing 
postage, said method comprising the steps of: 

storing by said at least one postage meter an 
available postage amount for dispensation; is ' H 

requesting a postage amount to be added to 
said available postage amount, the requested post- 
age amount being smaller than zero; and 

receiving from said at least one postage 
meter the requested postage amount; and 20 

refunding, in response to the received 
requested postage amount to a user of said postage 
meter an absolute value of the requested postage 
amount 

£5 

37. A method as claimed in claim 36 further comprising 
the step of causing said postage meter to be disa- 
bled so as to prevent further use of said meter. 

38. A method for use in a communications system 30 
including at least one postage meter, said method 
comprising the steps of: 

dispensing by said postage meter postage; 

requesting by said postage meter an addi- 
tional postage amount for dispensation; os 

receiving from said postage meter the 
requested additional postage amount; and 

communicating, in response to the requested 
additional postage amount, to said postage meter a 
limit specifying a maximum postage amount up to 40 . . 
which cumulative postage dispensed by the meter 
reaches. 

39. A method as claimed in claim 38 further comprising 

the step of encrypting said requested additional 45 
amount for example in accordance with a DES cryp- 
tographic algorithm. 

40. A method as claimed in ciaim 38 or claim 39 further 
comprising the step of encrypting said limit, for so 
example in accordance with a DES cryptographic 
algorithm. 
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